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I. Subject matter and context of the main proceedings

The Ordre des barreaux francophones et germanophone (Order of French-
speaking and German-speaking Bars) (‘the OBFG’), the not-for-profit association
‘Académie Fiscale’, the not-for-profit association ‘Liga voor Mensenrechten’ and
the not-for-profit association ‘Ligue des Droits de I’Homme’, and a number of
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natural persons, have brought an action before the Cour constitutionnelle de
Belgique (Constitutional Court, Belgium) (‘the referring court’) for annulment of
the Law of 29 May 2016 on the collection and retention of data in the electronic
communications sector (Moniteur belge, 18 July 2016, p. 44717) (‘the contested
law’). Those cases have been joined.

The contested law amends various provisions of the Law of 13 June 2005 on
electronic communications (Moniteur belge, 20 June 2005, p. 28070) (‘the Law of
13 June 2005’), the Code of Criminal Procedure (‘the Code of Criminal
Procedure’) and the Institutional Law of 30 November 1998 on thefintelligence
and security services (Moniteur belge, 18 December 1998, p. 40312) (“the Law of
30 November 1998”).

By the Law of 30 July 2013 amending Articles 2, 126, and 145%ef the,Lawsof
13 June 2005 on electronic communications and Article 90degies, of the Cade of
Criminal Procedure (Moniteur belge, 23 August 2013, py56109) (‘the,Law of
30 July 2013), the Kingdom of Belgium had partially transposed, inte Belgian law
Directive 2006/24/EC of the European Parliament and, ofithesCeuneil of 15 March
2006 on the retention of data generated @r“processed, inyconnection with the
provision of publicly available electronic communieations services or of public
communications networks and amending Directive 2002/58/EC (OJ 2006 L 105,
p. 54) and Article 15(1) of Directive 2002/58/ECxof the, European Parliament and
of the Council of 12 July 2002 cencerning,the pracessing of personal data and the
protection of privacy in the electrenic cemmunications sector (OJ 2002 L 201,
p. 37) (Directive on privacy and electrenic cemmunications).

By its judgment of 8 Apri,2014,‘Digital Rights Ireland and Others (C-293/12 and
C-594/12, EU:C:2014:238) (‘theyjudgment in Digital Rights Ireland and Others’),
the Court declared Directive'2006/24%nvalid.

The referring,, court, bys judgment No 84/2015 of 11 June 2015, annulled
Article 126 of the Law of,133June 2005, as amended by the Law of 30 July 2013,
on the same,grounds_asithose on which the Court had declared Directive 2006/24
invalid:

By.the contested law, the Belgian legislature intended to respond to the annulment
of,that provision.
I1. Subject matter and legal basis of the request for a preliminary ruling

The contested law amends the Law of 13 June 2005, which transposes a humber
of directives, including Directive 2005/58, into Belgian law.
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I11. Legal framework of the questions for a preliminary ruling
1. European Union law

A. The EU Treaty
Article 5(4) of the TEU provides:

‘Under the principle of proportionality, the content and form of Union.action shall
not exceed what is necessary to achieve the objectives of the Treaties:

The institutions of the Union shall apply the principle of subsidiaritysas laid down
in the Protocol on the application of the principles£of “subsidiaritysand
proportionality’.

Avrticle 6 TEU provides:

‘1. The Union recognises the rights, freedoms and principlestset out,in the Charter
of Fundamental Rights of the European Union~of%Z December 2000, as adapted at
Strasbourg, on 12 December 2007, which shall have,the same legal value as the
Treaties.

The provisions of the Charter shall"net extend in,anyaway the competences of the
Union as defined in the Treaties.

The rights, freedoms and principlessin the Charter shall be interpreted in
accordance with the generaltprovisions inTitle VII of the Charter governing its
interpretation and application and with, due regard to the explanations referred to
in the Charter, that set out the Seurces/of those provisions.

2. The Upion, shall accede te the European Convention for the Protection of
Human_Rights ‘and “Fundamental Freedoms. Such accession shall not affect the
Union's competenees asydefined in the Treaties. ...’

BaThewCharter of Fundamental Rights of the European Union
Auxticle 4.0f the Charter provides:
‘Prohibitien of torture and inhuman or degrading treatment or punishment

No one shall be subjected to torture or to inhuman or degrading treatment or
punishment’.

Acrticle 6 of the Charter provides:
‘Right to liberty and security

Everyone has the right to liberty and security of person’.
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Article 7 of the Charter provides:
‘Respect for private and family life

Everyone has the right to respect for his or her private and family life, home and
communications.’

Article 8 of the Charter provides:
‘Protection of personal data
1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and. on the basis of
the consent of the person concerned or some other legitimate basisslaidhdewn by
law. Everyone has the right of access to data which has been collected‘eoncerning
him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject toscontroh by am independent
authority’.

Article 11 of the Charter provides:
‘Freedom of expression and information

1. Everyone has the rightstoe. freedem of, expression. This right shall include
freedom to hold opinions and to receivesand impart information and ideas without
interference by public authority anchregardless of frontiers.

2. The freedom and pluralism of the;media shall be respected’.
Article 47 ofithe Charter provides:
‘Rightitoran effective remedy and to a fair trial

Everyone whose rights*and freedoms guaranteed by the law of the Union are
violated has the right'to an effective remedy before a tribunal in compliance with
the ‘conditionsiaid down in this Article.

Everyene is entitled to a fair and public hearing within a reasonable time by an
independent and impartial tribunal previously established by law. Everyone shall
have the possibility of being advised, defended and represented.

Legal aid shall be made available to those who lack sufficient resources in so far
as such aid is necessary to ensure effective access to justice.’

Avrticle 52 of the Charter provides:

‘Scope of guaranteed rights



17

18

19

20

ORDRE DES BARREAUX FRANCOPHONES ET GERMANOPHONE AND OTHERS

1. Any limitation on the exercise of the rights and freedoms recognised by this
Charter must be provided for by law and respect the essence of those rights and
freedoms. Subject to the principle of proportionality, limitations may be made
only if they are necessary and genuinely meet objectives of general interest
recognised by the Union or the need to protect the rights and freedoms of others’

C. Directive 2002/58
Avrticle 15(1) of Directive 2002/58 provides:

‘Member States may adopt legislative measures to restrict thescope,of the rights
and obligations provided for in Article 5, Article 6, Article8(1),.(2), (3) andy(4),
and Article 9 of this Directive when such restriction_constitutes, a “neeessary,
appropriate and proportionate measure within a democratic society to, safeguard
national security (i.e. State security), defence, publi¢isecuritypand,the prevention,
investigation, detection and prosecution of criminal offences, or, of\dnauthorised
use of the electronic communication system,“as referred, toyin Asticle 13(1) of
Directive 95/46/EC. To this end, Member States may, inter-alia, adopt legislative
measures providing for the retention of data for a limited‘period justified on the
grounds laid down in this paragraph. All thesmeasures referred to in this paragraph
shall be in accordance with the general,principles,of Community law, including
those referred to in Article 6(1) and (2)%ef the Treaty on European Union’.

D. Regulation (EU) 2016/679
Article 95 of Regulation 2016/679 provides:
‘Relationship with, Directive 2002/58/EC

This Regulation,shalknot impose additional obligations on natural or legal persons
in relation toyprocessing“in, connection with the provision of publicly available
electronic cemmunieatiops services in public communication networks in the
Union in,relation to,matters for which they are subject to specific obligations with
theysame objective set out in Directive 2002/58/EC”.

2. Demesticilaw

The main provisions of the relevant national legislation, as amended by the
contested law, are the following:

A. Law of 13 June 2005 on electronic communications

By virtue of the contested law, the Law of 13 June 2005 is worded as follows:

(9



SUMMARY OF THE REQUEST FOR A PRELIMINARY RULING — CASE C-520/18

Article 126

8§ 1. Without prejudice to the Law of 8 December 1992 on the protection of
private life with respect to the processing of personal data, providers to the
public of telephony services, including via the internet, of internet access, of
email via the internet, operators providing public electronics
communications networks and operators providing one of those services
shall retain the data referred to in paragraph 3 which are generated or
processed by them in the context of the provision of the communications
services concerned.

The present article shall not concern the content of the communications.

8§ 2. Only the following authorities may, on a simple‘réquest, obtatn, from the
providers and operators referred to in paragraph 1,%subparagraph 1, data
retained pursuant to this article, for the purposes and“en the‘conditions listed
below:

(1) the judicial authorities, for thesdetection, investigation and prosecution of
offences, for the enforcement of the measures referred to in Articles 46bis
and 88bis of the Code ofm€riminal Procedure and on the conditions
determined by those articles;

(2) the intelligence and security services, in order to carry out intelligence
missions employifg the datasgathering methods referred to in Articles 16/2,
18/7 and 18/8 ofithe [haw.of 30:MNovember 1998] ...;

(3) any senior law-enforcement officer of the Institute, for the detection,
investigation‘and prosecution of offences contrary to the [rules on network
security] and tothis Axticle;

(4) theremergency services providing call-out assistance where, following an
emergency, call, they do not obtain the caller’s identification data from the
provider orthe Operator concerned ... or obtain incomplete or incorrect data.
Only thewealler’s identification data may be requested, by no later than 24
hoursafter the call;

(5) 'the senior law-enforcement office of the Missing Persons Unit of the
Federal Police, in the framework of his task of providing assistance to a
person in danger, seeking persons whose disappearance gives cause for
concern and where there are serious presumptions or indicia that the
physical integrity of the missing person is in imminent danger. Only the data
referred to in paragraph 3, subparagraphs 1 and 2, relating to the missing
persons and retained during the 48 hours preceding the request for data may
be requested from the operator or provider concerned via a supervisory
service designated by the King;



ORDRE DES BARREAUX FRANCOPHONES ET GERMANOPHONE AND OTHERS

(6) the Telecommunications Ombudsman, for the purpose of identifying a
person who has misused an electronic communications network or service
... Only the identification data may be requested.

The providers and operators referred to in paragraph 1, subparagraph 1 shall
ensure that the data referred to in paragraph 3 are accessible without
restriction from Belgium and that those data and any other necessary
information concerning those data may be transmitted immediately and only
to the authorities referred to in this paragraph.

Without prejudice to other legal provisions, the providers<“and, operators
referred to in paragraph 1, subparagraph 1 may not use theydata“retained
pursuant to paragraph 3 for other purposes.

§ 3. The data intended to identify the user or subseriber and the means of
communication, to the exclusion of the data specifically referred to in
paragraphs 2 and 3, shall be retained for 42 ‘months,frem“theddate from
which communication is possible for thedast time ‘with, the assistance of the
service used.

The data relating to access and theseonnection of,the terminal device to the
network and the service and to‘the loeation of,that device, including the
network termination point, shall, beyretained for,d2 months from the date of
the communication.

The communication data, apart frem the content, including their origin and
their destination, ‘shall, bedretainedsfor 12 months from the date of the
communication.

The King, shall fix, by decree deliberated in the Council of Ministers, on a
proposal from,the Justice Minister and the Minister, and after receiving the
opinien ofithe"Cemmittee for the Protection of Privacy and the Institute, the
datarto beretained bytype of categories referred to in paragraphs 1 to 3 and
the requirements\which those data must satisfy.

84. Fer the retention of the data referred to in paragraph 3, the providers and
operatorsweferred to in paragraph, subparagraph 1 shall:

(L)ensure that the data retained are of the same quality and are subject to the
same security and protection requirements as the data on the network;

(2) ensure that the data retained are the subject of appropriate technical and
organisational measures in order to protect them against accidental or
unlawful destruction, loss or accidental alteration, or unauthorised or
unlawful storage, processing, access or disclosure;
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(3) ensure that access to retained data in response to the requests of the
authorities referred to in paragraph 2 is given only by one or more members
of the Coordination Unit referred to in Article 126/1, § 1;

(4) retain the data on the territory of the European Union;

(5) implement technological protection measures that render the retained
data, immediately they are recorded, illegible and incapable of being used by
any person who is not authorised to have access to them;

(6) delete the retained data from any medium on expiry of the retention
period applicable to those data fixed in paragraph 3, without prejudice to
Avrticles 122 and 123;

(7) ensure the traceability of the use of the retainedydata for. each request to
obtain those data submitted by an authority referred tQ'in paragraph,2.

The traceability referred to in paragraph 1(7) shall,be effected with the help
of a log. The Institute and Committee for, the ‘Rrotection, of*Privacy shall
conclude into a collaboration agreement on“eonsultation and inspection of
the content of the journal.

Article 126/1

§ 1. Within each operator, andy within each provider referred to in
Article 126, 841, subparagraph 1, a“Coordination Unit shall be set up,
responsible for providing the legally authorised Belgian authorities, at their
request, with the data ‘retained pursuant to Articles 122, 123 and 126, the
caller identification,data pursuant to Article 107, 8 2, subparagraph 1, or the
data‘which may,be reguested pursuant to Articles 46bis, 88bis and 90ter of
thexCode of Criminal,Procedure and Articles 18/7, 18/8, 18/16 and 18/17 of
the [Law of 30:November 1998].

Onlyithe members of the Coordination Unit may respond to the authorities’
requests relating to the data referred to in subparagraph 1. They may
however, under their supervision and within the limits of what is strictly
necessary, obtain technical assistance from officers of the operator or the
provider.

The members of the Coordination Unit and the officers providing technical
assistance shall be subject to professional privilege.

Each operator and each provider referred to in Article 126, 8§ 1,
subparagraph 1 shall ensure the confidentiality of the data processed by the
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Coordination Unit and shall communicate forthwith to the Institute and the
Committee for the Protection of Privacy the details of the Coordination Unit
and its members and also any change to those data.

8 2. Each operator and each provider referred to in Article 126, § 1,
subparagraph 1 shall establish an internal procedure for responding to
requests by the authorities for access to personal data concerning users. It
shall make available to the Institute, on request, information concerning
those procedures, the number of requests received, the legal basis relied on
and the operator’s or provider’s response.

§ 3. Each provider and each operator referred ta in Ariicle 126, 81,
subparagraph 1 shall designate one or more personahdata,pretection officers,
who must meet all the conditions set out in paragraphylysubparagraph 3.

This officer may not be part of the Coordination Unit:

In carrying out his tasks, the personal, data protection officer shall act in
complete independence, ands,shall haveyaceess to all the personal data
transmitted to the authorities and,also to all the relevant premises of the
provider or operator.

The performance @f his tasks cannot entail disadvantages for the officer. In
particular, he may net he dismissed or replaced as officer because of the
performance“ef thestasks entrusted to him, without detailed reasons being
provided,

The ‘©fficer must_be ‘ablesto communicate directly with the management of
thesoperator or provider.

The data'protection officer shall ensure that:

(Inthesprocessing carried out by the Coordination Unit is carried out in
aceerdance with the law;

(2)the provider or operator collects and retains only the data which it can
lawfully retain;

(3) only the authorities authorised by law have access to the retained data;

(4) the personal data security and protection measures described in this Law
and in the security policy of the provider or operator are implemented.

Each provider and each operator referred to in Article 126, § 1,
subparagraph 1 shall communicate forthwith to the Institute and the
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Committee for the Protection of Privacy the details of the personal data
protection officer, and any change to those data.

8 4. The King shall determine, by decree deliberated in the Council of
Ministers, after receiving the opinion of the Committee for the Protection of
Privacy and the Institute:

(2) the requirements which the Coordination Unit must satisfygtaking into
account the situation of operators and providers which receive few requests
from the judicial authorities, have no establishment in Belgium ok, operate
mainly abroad;

(3) the information to be provided to the Institute and the Committee for the
Protection of Privacy pursuant to paragraphs 1 and '3 and the “authorities
which are to have access to that information;

(4) the other rules governing the collaboration ofithe‘eperators*and providers
referred to in Article 126, 8 1, subparagraph Iwith the Belgian authorities or
with some of them, by supplying, the data ‘referred to in paragraph 1,
including, where necessary and for each authority €oncerned, the form and
the content of the request.

Article 127;

10

8 1. The King, «after, receiving the/opinion of the Committee for the
Protection of Privacy, and thewlnstitute, shall determine the technical and
administrative, measures, Wwhich/are to be imposed on the operators and
providers referred toyin Article 126, 8 1, subparagraph 1, or on end users, in
order to_permit:

(@rcalling-line Tdentification in the context of an emergency call;

(2), end-usen identification, tracking, location, tapping, monitoring, and
recording ‘of private communications in the conditions laid down in
Articles4ebis, 88bis and 90ter to 90decies of the Code of Criminal
Rroeedure and in the [Law of 30 November 1998].

8 2. The following shall be prohibited: the supply or use of a service or a
device which makes it difficult or impossible to carry out the operations
referred to in 8 1, with the exception of encryption systems that may be used
in order to ensure the confidentiality of communications and the security of
payments.
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Article 145

§ 1. Any person who breaches Articles ... 126, 126/1, 127 and the decrees
adopted pursuant to Articles ... 126, 126/1 and 127 shall be liable to a fine
of between EUR 50 and EUR 50 000.

bl

B. Code of Criminal Procedure

By virtue of the contested law, the Code of Criminal Proceduré issworded as
follows:

(3

Article 46 bis

§ 1. In investigating serious offences and less,serious offences, the Crown
Prosecutor’s Office may, by a reasoned ‘decision in, writing, requiring, if
necessary, the assistance of an operator of ‘an eleetronic communications
network as an electronic communication service |provider or a police
department designated by the King, and,on,the basis'of any data retained by
it, or by means of access torthe files ofitheseustomers of the operator or
service provider, obtain or have obtained:

(1) the identification of the subscriber or habitual user of an electronic
communication serviceior of the means of electronic communications used:;

(2) the identification,of\theyelectronic communication services to which a
specific person subseribes.or which are habitually used by a specific person.

The ‘reasons ‘stated shall reflect the fact that the measure is proportionate,
hawving regard tonrespect for private life, and subsidiary to any other duty of
Investigation.

In, the case'ef extreme urgency, any officer of the criminal police may, with
the'prioreral agreement of the Crown Prosecutor’s Office and by a reasoned
decCision in writing, require those data. The officer of the criminal police
shall send, within 24 hours, that reasoned decision in writing and the
information obtained to the Crown Prosecutor’s Office and give reasons for
the extreme urgency.

In the case of offences not punishable by a custodial sentence of one year or
a more severe penalty, the Crown Prosecutor’s Office, or, in extremely
urgent cases, the officer of the criminal police, may request the data referred
to in subparagraph 1 only in respect of a period of six months preceding his
decision. ...

11



SUMMARY OF THE REQUEST FOR A PRELIMINARY RULING — CASE C-520/18

8§ 2. All operators of an electronic communication network and all electronic
communication service providers required to provide the data referred to in
the first paragraph shall provide the data required to the Crown Prosecutor’s
Office or the officer of the criminal police within a period to be fixed by the
King...

Any person who, in performance of his duties, knows of the measure or
assists with it shall maintain its confidentiality. All breach of confidentiality
shall be penalised in accordance with Article 458 of the Criminal*Code.

A refusal to provide the data shall be penalised by a fine of between EWR 26
and EUR ten thousand.

Article 88 bis

12

8 1. Where there is strong circumstantial evidence ‘that\the,offences are of
such a kind as to be punishable by a custodial sentence of.one year or a more
severe penalty, and where the investigatingjudge“considers that there are
circumstances that render the traeking ‘of electrenic communications or the
location of the origin or the destination of eleétronic communications
necessary for the establishment of the truthy,he may order, requiring, if
necessary, directly or via the, police department designated by the King, the
technical assistance ofsthe operator of amelectronic communication network
or the electronic communication Service provider:

(1) the trackingpef the traffic data of means of electronic communications
from which, ox, toswhich,electronic communications are addressed or were
addressed,;

(2) “the “locatien of ‘the origin or the destination of electronic
communications:

Insthe caseswreferred to in subparagraph 1, for each means of electronic
communications the data of which are tracked, or the origin or destination of
the ‘teleceammunication of which is located, the day, hour, duration and, if
necessary, the place of the electronic communication shall be indicated and
recorded in a report.

The investigating judge shall state the factual circumstances of the case that
justify the measure, and that it is proportionate having regard to respect for
private life, and subsidiary to any other duty of investigation, in a reasoned
order.

He shall also specify the period during which the measure may be applied
for the future; such period shall not exceed two months from the order,
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without prejudice to renewal and, where appropriate, the period in the past
over which the order extends in accordance with paragraph 2.

8 2. As regards the application of the measure referred to in paragraph 1,
subparagraph 1 to the traffic or location data retained on the basis of
Article 126 of the Law of 13 June 2005 on electronic communications, the
following provisions shall apply:

- for an offence referred to in Book II, Title I ter of the Criminal Code, the
investigating judge may request in his order the data for a,period of 12
months preceding the order;

- for another offence referred to in Article 90 ter@88"2 to.4, whichnis not
referred to in the first indent, or for an offence_committed'in the framework
of a criminal organisation referred to in Article'324 of'the,Criminal Code, or
for an offence punishable by a custodial sentence,of, five ‘years or a more
severe penalty, the investigating judgesmay. requestin his, order data for a
period of nine months preceding the order;

- for other offences, the investigatingyjudge may fequest data only for a
period of six months precedingithe erder.

§ 3. The measure may.relate to,the means of electronic communication of a
lawyer or a doctor only if the“lawyer or doctor is himself suspected of
having committedh, an, offence referred to in paragraph 1 or of having
participated inSuch an offencepor if specific facts suggest that third parties
suspected of having‘eommitted an offence referred to in paragraph 1 use his
means ofielectronic cemmunication.

The “‘measure“may not,berenforced unless the Chairman of the Bar or the
representative ofithe*Rrovincial Medical Association, as the case may be, is
advisedy, Thosewpersons shall be informed by the investigating judge of the
matters which, he” deems to be covered by professional privilege. Those
matters shall not be recorded in the report. Any person who, in the
perfermance of his duties, knows of the measure or assists with it, shall
maintain its confidentiality. Any breach of secrecy shall be punished in
accerdance with Article 458 of the Criminal Code.

b

C. Law of 30 November 1998

22 By virtue of the contested law, the Law of 30 November 1998 is worded as
follows:

(3

13
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Article 13

The intelligence and security services may seek, collect, receive and process
information and personal data that may be useful in carrying out their tasks
and maintain updated documents relating in particular to events, groups and
persons of interest for the performance of their tasks.

The information contained in the documents must be connected with the
purpose of the file and be limited to the requirements resulting therefrom.

The intelligence and security services shall ensure the security«of the data
connected with their sources and those of the information and thespersonal
data supplied by those sources.

The agents of the intelligence and security servicesishall have‘accessito the
information, intelligence and personal data gathered\and processed by their
service, provided those data are useful for the performance ofitheir duties or
their tasks. ...

Article 18/3

14

§ 1. The specific data-gathering methods referred tosin Article 18/2, § 1, may
be implemented taking aceeuntyof the, petential threat referred to in
Acrticle 18/1, if the ordinary data-gathering methods are deemed insufficient
to enable the information necessary,for,the completion of an intelligence
task to be gathered. The specifieymethod must be chosen according to the
degree of gravity of the potential threat In respect of which it is employed.

The specific®method, may“be employed only after a reasoned decision in
writing from thexdirectorof the service and after notification of that decision
to the. Committee.

82y The,decision,ofithe director of the service shall state:
(1),the nature,of the specific method;

(2hdepending on the case, the natural or legal persons, the associations or
groups, the objects, the places, the events or the information subject to the
specific method;

(3) the potential threat that justifies the specific method,;

(4) the factual circumstances that justify the specific method, the reasoning
in relation to subsidiarity and proportionality, including the link between (2)
and (3);

(5) the period during which the specific method may be applied, as from
notification of the decision to the Committee;
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(9) where applicable, the serious indicia showing that the lawyer, doctor or
journalist is participating or has participated personally and actively in the
origination or the development of the potential threat;

(10) where Article 18/8 is applied, the grounds for the duration of the period
during which the collection of data applies;

§ 8. The director of the service shall terminate the specific methodwhen the
potential threat that justified has ceased to exist, when‘the methodyis no
longer of use for the purpose for which it had been @mployedynorwhen,he
has found an illegality. He shall inform the Committee of his, deeision as
soon as possible. ...

Article 18/8

8 1. The intelligence and security services may, in the interest of performing
their tasks, as necessary and requesting foruthat ‘purpose the technical
assistance of an electronic communication network“or the provider of an
electronic communication network;,order:

(1) the tracking of the_traffichdata of means of electronic communications
from which or to which electronic cammunications are addressed or were
addressed:;

(2) the locationwofy, the origin or the destination of electronic
communications:

8§ 2. As regards the application of the method referred to in paragraph 1 to
the data retained*en the basis of Article 126 of the Law of 13 June 2005 on
electronic communications, the following provisions shall apply:

(Iwfor a potential threat relating to an activity that may be linked to criminal
grganisations or harmful sectarian organisations, the director of the service
may, request in his decision only the data for a period of six months
preceding the decision;

(2) for a potential threat other than those referred to in [paragraphs] (1) and
(3), the director of the service may request in his decisions the data for a
period of nine months preceding the decision;

(3) for a potential threat relating to an activity that may be linked to
terrorism or extremism, the director of the service may request in his
decision the data for a period of 12 months preceding the decision. ...’ .

15
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IV. Other provisions and principles relied on by the parties or cited in the
grounds of the order of the referring court

Apart from the provisions cited above, the following provisions and principles are
relied on by the parties or cited in the grounds of the order of the referring court:

— Atrticles 5, 6, 8,9, 10, 11, 14, 15, 17 and 18 of the European Convention for the
Protection of Human Rights and Fundamental Freedoms, signed at Rome on
4 November 1950 (‘the ECHR”);

Avrticle 17 of the International Covenant on Civil and Political Rightsy.concluded
in New York on 16 December 1966 (‘the Covenant’);

— Article 2(a) and Article 13(1) of Directive 95/46/EC of%the, “European
Parliament and of the Council of 24 October 1995 on the ‘protection of
individuals with regard to the processing of personal ‘'data and on, the free
movement of such data (OJ 1995 L 281, p. 31);

— Atrticles 10, 11, 12, 15, 19, 22, 29 and the first subparagraph,of ‘Article 151(1)
of the Belgian Constitution;

— the general principles of legal certaintyppreportionality, legality in criminal
matters, reasonableness, the presumption “of “innocence, the right to a fair
hearing, professional privilege, ‘equal treatment of citizens and self-
determination in relation_to information:

V1. The parties’ essentiaharguments

1. The applicants® submissions

The applicantsirely on_theyinfringement of several articles of the Constitution,
whethermer net In conjunetion with several articles of the EU Treaty, of the
Charter, of “Directive, 2002/58 and other provisions of EU law, with several
provisions of the\ECHR, Article 17 of the Covenant and with the general
principles of law:

The, contested law places on electronic communications operators a general
obligation to retain users’ traffic and location data for certain periods. The
contested“law also covers access to those data by the judicial authorities and the
intelligence and security services.

— (1) The obligation to collect and retain data

The applicants complain that the contested law treats in the same way, without
justification, the users of telecommunications or electronic communications
services who are subject to professional privilege, including, in particular,
lawyers, and other users of those services, without taking account of the particular
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status of lawyers, the fundamental nature of the professional privilege to which
lawyers are subject and the necessary relationship of trust that must exist between
lawyers and their clients, or of the particular status of accountants and tax
professionals, of the fundamental nature of the professional privilege to which
they are subject or of the necessary relationship of trust that must exist between
them and their clients, or, last, of the obligations of confidentiality borne by other
persons who are not subject to professional privilege in the strict sense.

The discriminatory situation created by the contested law is as harmful to lawyers
as to private individuals, as the lawyer’s professional privilege i§ of general
interest. Anyone who consults a lawyer in confidence must be.certain that the
existence and the circumstances of that consultation and the secrets, entrusted to
his counsel will not be revealed or used against him. The prineipletef the lawyer’s
professional privilege directly affects the right to a fair_hearing and thexright'to
respect for private life. There can therefore be a breach"of, that4principle only in
exceptional cases, subject to compliance with@appropriates,and sufficient
guarantees against misuse.

Even if the data gathered do not relate to the €ontent ofithe'eommunications, they
make it possible to create a real digital identity card, of the person concerned. It
will thus be possible to determinel whether a persen’ suspected of having
committed an offence has contacted a lawyer,to0 know the date, time and duration
of the communication, and the c@mmunication devices used, the place where the
mobile equipment was used, etc. Those datanare even more specific than the data
recorded in a lawyer’s professional diary, which is none the less a confidential
document.

The failure to distinguish, between persons whose communications are subject to
professional privilege,and others was criticised by the Court in the judgment of
21 December 2016, Tele2ySverige and Watson and Others (C-203/15 and
C-698/15,(EU:C:2016:970), (“‘the judgment in Tele2 Sverige and Watson and
Others?).

From a, technicalaspeet, it would be simple to distinguish between ordinary
metadata and those relating to a person holding professional secrets, by means of a
filtering“mechanism on entry. In fact, the legislature could compel operators to
take note,of the fact that some of their customers hold professional secrets and to
sharexthat information among them. Thus, operators would not place the metadata
generatediby lawyers’ communications and those of other persons whose activities
are covered by professional privilege in the databases which they create.

Furthermore, no provision is made for any control mechanism that would enable
those whose activities are covered by professional privilege and those benefiting
from professional privilege to object to the collection, retention or checking of
data covered by professional privilege. The checking of the data, even if those
data are not subsequently produced in support of a case, is sufficient to undermine
professional privilege. The rights guaranteed by Article 6 of the ECHR and by

17



32

33

34

35

36

37

SUMMARY OF THE REQUEST FOR A PRELIMINARY RULING — CASE C-520/18

Article 47 of the Charter are not respected, since the contested law does not
provide for any judicial oversight.

In addition, the contested provisions treat in the same way individuals who are
under investigation or facing prosecution for offences liable to give rise to
criminal convictions and those who are not. Criminal law relies on the principle of
the presumption of innocence, with the corollary that the burden of proof is borne
by the prosecution and that any doubt operates in favour of the accused. It is
therefore not relevant to claim that the measure may just as equally benefit the
victim of an offence. Thus, the retention obligations which the contested law
imposes are excessive by reference to the objectives pursued by the legislature.

The general retention of data, including for persons who have ng'eonnectionywith
crime, therefore constitutes a breach of the principle of proportionality. That
breach is confirmed by the judgments of the Court in DigitahRightstreland and
Others and in Tele2 Sverige and Watson and Others and, byythe Opinion of
Advocate General Cruz Villalon in Joined Cases DigitalyRights, ifeland and
Others (C-293/12 and C-594/12, EU:C:2043:845), “andy,alsos by judgment
No 84/2015 of the referring court of 11 June2015:

The general and indiscriminate retentionwef ‘identification’ data, connection data
and location data and personal communication,data imposed by the contested law
also constitutes an interference with the right to protection of private life which is
not strictly necessary in a demoeratictsoeiety /in order to safeguard national
security, that is to say, the/eeurity of,the State;"national defence, public security
or the prevention, investigation, detection and prosecution of criminal offences or
the unauthorised use_of the electronic communication system, as provided for in
Article 13(1) of Ditective, 95/46:

In the judgment,in\Tele2 Sverige;and Watson and Others, the Court held that EU
law precluded national™legislation which provided for the general and
indiscriminate retentionwef data. On the assumption that such a general retention
obligation“eannot™in_ itself be considered to exceed the limits of what is strictly
necessary, it ‘must, besaccompanied by all the guarantees to which the Court
referred in,the judgment in Digital Rights Ireland and Others and in the judgment
in “Tele2, Sverige and Watson and Others. Those guarantees are mandatory,
cumulative,and minimum (Opinion of Advocate General Saugmandsgaard @e in
Joined,Cases'Tele2 Sverige and Others, C-203/15 and C-698/15, EU:C:2016:572).

The data retention obligation laid down in the contested law corresponds largely
to the data retention obligation provided for in Directive 2006/24, as the Court
stated in paragraph 97 of the judgment in Tele2 Sverige and Watson and Others.

The general obligation to retain data laid down in the contested law therefore
constitutes a particularly serious breach of the right to respect for private and
family life and the right to protection of personal data. It also has an impact on the
use of means of electronic communication and therefore on the way in which
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users of those means of communication make use of their freedom of expression.
It also results in a violation of the international and constitutional provisions
which safeguard that freedom of expression. In view of the gravity of the breach
of those fundamental rights, only the fight against serious crime could justify that
measure. However, the fight against serious crime cannot in itself justify the
general and indiscriminate retention of all traffic data and all location data
(jJudgment in Tele2 Sverige and Watson and Others, paragraph 103). That would
mean that the retention of those data would become the rule, whereas, according
to Directive 2002/58, the prohibition of the retention of those data is the rule,
while their retention is an exception. In addition, the judgment in Tele2 Sverige
and Watson and Others concerns any national legislation aimed atythe fight
against crime that imposes a general obligation to retain datagandynot only the
fight against serious crime. Although any citizen may be encounter, that type of
crime as an accused, a victim or a witness, the legislation atyissue falls'within the
scope of Article 15 of Directive 2002/58. The judgmentyin Tele2 Sverige and
Watson and Others is therefore applicable.

In the judgment in Tele2 Sverige and Watson“and Others, the,Court made clear
that national legislation permitting the targeted retention of, traffic and location
data for the purpose of fighting serious crime could, be accepted to the strictly
limited extent set out in that judgment. Theylegislaturesasserts in the travaux
préparatoires that such a targeted_retention would be impossible. The Belgian
State’s reasoning is based in redlity omya political will to pursue at any price the
route of general retention of those'data on the pretext of a context of the risk of
terrorism and in spite of the unconstitutionality of the general surveillance system
put in place. If it is aceepted that, it is impossible in reality to determine at the
outset categories ofgpersons who would not be liable to be concerned by or
involved in seriqus,offences,\that,cannot justify such a serious interference with
the private life of\citizens. Thedogical consequence should be not to put such a
measure in place

Last, while the 'statement,of reasons on which the law is based refers to the
importance “ef “communication data for the investigation of terrorism, child
pornegraphy, drugntrafficking, the sale of counterfeit medicinal products on the
internet, the incitement to hatred or violence, harassment, the hacking of bank
accounts and identity theft, a number of studies question the need for a general
retention ebligation for the purposes of the fight against serious crime (Opinion of
Advocate General Saugmandsgaard @e in Joined Cases Tele2 Sverige and Others,
C-203/157and C-698/15, EU:C:2016:572).

In the alternative, the applicants claim that the judgment in Digital Rights Ireland
and Others may be interpreted in two ways: according to the first interpretation,
the unlawfulness of the general and indiscriminate data retention obligation is the
result of the absence of sufficient guarantees relating to access to the retained data
and to the retention period; and according to the second interpretation, the
retention obligation is unlawful, precisely because of its general and
indiscriminate nature. The statement of reasons on which the law is based also
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recognises that the general and indiscriminate data retention obligation did not
comply with that judgment but considers that that may be offset by stricter
legislation concerning the other aspects, namely differentiation according to the
categories of retained data and the usefulness of those data, rules relating to access
by the authorities to the data concerned and rules on the data security within the
operators. It must therefore be stated that the general data retention obligation also
fails to correspond to the flexible interpretation which has been made of that
judgment owing to the absence of guarantees to limit the interference to what is
strictly necessary.

Indeed, the operators already retain data for billing purposes, ‘However, the
contested law prohibits them from using the data retained pursuant te thatJdaw for
purposes other than those provided for in the law, thereforgsincludinguthe use of
those data for the purpose of billing for their services. In additionythescaentested
law requires them to retain elements which they would netiretain; not'in thatsform
and, in any event, not for the same period.

In addition, there is an appreciable risk that thewrelevant\databases will be
managed in a casual fashion by reluctant/operators in,Vview of the monitoring
which that new obligation entails.

There is no independent authority to manitor compliance by the operators with the
level of safeguarding and protection‘of the retained data. The responsible persons
designated by the contested law 1nythat respect are all members of the operators’
staff, who are in a subordinate*position.

In addition, the contested law @llews operators to transfer data collected for
retention purposes,andsfor reasens ofysub-processing to other Member States of
the European Unionyin“spite of thesSensitive and confidential nature of certain
data, which considerably increases the risk that third parties will have access to
those datasorithatsthe data,will be disclosed. In addition, the national legislation
applicable in,other Member ‘States, for example the French legislation, authorises
the intelligenceservicesito obtain information from operators about the data which
theyshandle.

- (1) ““Theretention period

As regards the retention period, the contested law provides in essence that that
period 1Sto be 12 months, which in itself is excessive. Admittedly, for offences
which are not of such a kind as to entail a custodial sentence of one year or more,
the data requested can relate only to the six months preceding the request.
However, those offences are few in number.

Nor are the starting parts of the retention period related to the circumstances that
may justify the retention. Furthermore, the identification data may de facto be
retained for a much longer period than 12 months, since the retention period
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begins to run on ‘the date from which a communication is possible for the last
time with the assistance of the service used’.

Other European countries apply shorter retention periods. The applicants refer to a
judgment of the German Constitutional Court which annulled the German law on
data retention and also to the judgment in Digital Rights Ireland and Others.

The data retention period is also open to criticism in that it is the same for all
categories of data, whereas a distinction should be drawn according to the
categories of data, their usefulness for the aim pursued or the personS»concerned
and provided that the period is limited to what is strictly necessary.«I'hat equal
treatment of unequal categories of retained data is not reasonably justified and is
therefore discriminatory.

Last, the contested law does not require the authority which has had aecess te data
to destroy those data if they have no connection with, the aim,for.which'they were
gathered or where they are no longer strictly necessary.for the fightagainst serious
crime.

- (iii)  Access to the data

The contested law allows six different autherities to, access the retained data
instead of strictly limiting that¢access te the “autherities involved in the fight
against crime, at least against serious crime.

The contested law allows the authorities, to/access the retained data without that
access being limited_to Serious crime. Thetadditional guarantees provided for by
the contested lawqin“matters of professional privilege do not apply to persons
subject to professional “privilege “other than lawyers, doctors and journalists.
However, Article 458 of the Criminal Code [a provision which requires respect
for professional privilege]happlies to more persons than those who practise those
three professions. Furthermore, certain persons, authorities and organisations are
not subjectto professional privilege although communications with them should
benefit\from “a certain, confidentiality in application of other provisions. In
addition, “the Ctown Prosecutor’s Office is not a judicial authority or an
independent administrative authority.

The contested law also allows the intelligence and security services to access the
retained data. The sphere of action of those services has been defined too broadly.
The communication data of all citizens may be requested, depending on the nature
of the potential threat, for a period of six, nine or 12 months preceding the access
decision. The contested law may therefore result in misuse of powers, to the
detriment of individuals or organisations critical of the Government or the
political system. The freedom of the press is also jeopardised by the fact that the
intelligence and security services may request all the telephone and internet
communications of journalists. The contested law might also give rise to or
reinforce self-censorship among citizens who have the vague feeling of being
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monitored, which may affect the exercise of their freedom of opinion and to
receive and impart information and may thus constitute an interference within the
meaning of Article 11 of the Charter.

There is no precise description of the circumstances or the conditions relating to
the grant of access. Nor is access subject to any substantive or procedural
condition: providers are merely required to respond favourably to any request
from the six designated authorities. However, in the judgment in Tele2 Sverige
and Watson and Others, the Court stated that the national legislation must provide
appropriate safeguards, that is to say, clear and precise rules indicating in what
circumstances and under which conditions providers must grant thescompetent
national authorities access. That judgment makes clear that,as aygeneral rule
access can be granted only to the data of individuals suspected, of, planping,
committing or having committed a serious crime or of being implicated, in one
way or another in such a crime. Access must also be subjectt0 a prior review
carried out either by a court or by an independent administrative'body. Yet in the
contested law no procedural rule is laid down, and“wno“authority has been
designated to review the request to receive data. The,only eentrols provided for
are ex post facto controls.

Furthermore, the judgment in Tele2 (Sverigesand Watson and Others uses the
expression ‘serious risk to public security’. Theycontested law does not respect
that criterion, since it refers to the normakand specific'methods of the intelligence
services and those methods relate 1o less'serigus breaches of security than special
methods.

Last, the contested law imposes no'ebligation to warn individuals that access has
been granted to their private, data, which also deprives them of an efficient and
effective remedy:.

As regards‘the,aceess peried, the law establishes a distinction only as regards the
nature of the, offence,and, the,threat but not as regards the nature of the retained
data.

2..The Belgian State’s submissions

The ‘Couneil of Ministers contends that the contested law responds to the
criticisms made by the Court and by the referring court concerning the legislation
that was formerly applicable.

While lawyers’ professional privilege is a matter of public policy, it is not
absolute. The principle of proportionality ‘must make it possible to assess the
limits imposed by necessity or other principles or values that may conflict with
that professional privilege’.

As regards access to data, the contested law lays down limits with respect to
professional privilege, in particular lawyers’ professional privilege. The law is
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aimed only at metadata, to the exclusion of the content of communications. It
therefore does not really affect the confidentiality of exchanges between a lawyer
and his client. On the contrary, it would be disproportionate to allow
communications to and from those practising in of professions subject to
professional privilege to escape the legal provisions entirely. The fact that an
email address is used by a person whose activities are covered by professional
privilege does not mean that all the messages to or from that address are actually
protected by professional privilege. Those whose activities are covered by
professional privilege are themselves capable of committing serious offences.

As regards the individuals who might no longer confide in their lawyer, the
legislature has taken every precaution to ensure that the objective,pursued, the
legitimacy of which is not disputed, may be achievedawithout ‘entailing a
disproportionate breach of the right to private life and the right to a fairhearing.

As to whether or not the data should be retained, depending on whetheror not the
person concerned is one whose activities are covered by professienalprivilege, the
travaux préparatoires of the law emphasisedythe technical, difficulties of such
solutions and the fact that other Member States of,the European‘Union have been
unable to find a technical formula for, differentiation. “in addition, such
differentiation would not protect professional privilege itself so much as the actual
person with whom, because of his“profession, setrets are deposited. That
differentiation would have the effect'of excluding from the scope of the law not
only what is covered by professional privilege but\also what is not at all covered,
on the pretext that the information gathered would use the same channel as the
information covered by professional privilege.

As regards the absenece of any possibility of appeal against the decision
prescribing the measure ‘allowing consultation of the retained data and also of the
measures adopted‘on the basis ofythat decision, access to the retained data is in
fact subject tojudicial review in the context of the criminal investigation, which is
carried-out by the Commission BIM [administrative commission responsible for
monitoring “specifieyand, exceptional data-gathering methods employed by the
intelligence and seeurity services], composed of independent law officers, where it
IShthewintelligence Services that have access to the information. The Crown
Prosceutor’s “Office is indeed an independent body, since it exercises its
investigative powers in the framework of the Code of Criminal Procedure and
provides, a guarantee that the exercise of its powers will not amount to an
unreasonable breach of the right to protection of private life.

As regards the data retention period, the law provides, in relation to access, for a
variation based in essence on the gravity of the offence. The retention obligation
logically precedes access to the retained information. Only the request for access
will allow the gravity of the offence or the threat to be determined. Since the law
provides that access to the information concerned is to vary according to the
gravity of the offence or the threat, it is difficult to determine in advance, for each
category of information, how useful it will be for a particular investigation. Last,

23



64

65

66

67

68

69

70

SUMMARY OF THE REQUEST FOR A PRELIMINARY RULING — CASE C-520/18

the applicant does not indicate how the periods thus prescribed by law would in
themselves be disproportionate.

The legislature examined all the possible ways of complying with the Court’s
case-law. A difference in treatment in the data retention period seemed impossible
after a thorough examination of that question. It appeared that a period of 12
months is necessary in order to combat terrorist offences.

As regards the failure to distinguish between individuals according to whether or
not they are the subject of investigation or prosecution, the operative part of the
contested law specifically allows the investigators to access certain, metadata
relating to a person who is the subject of such an investigation, That asstmes that
those metadata have been retained before the investigation and therefore at atime
when such a distinction could not be drawn.

As for the risk that operators will treat the data that have been retained in,a casual
manner, compliance with the operators’ legal obligations is\subject, tofreview by
the sectoral regulator, such review being accompanied by“penalties which go as
far as withdrawal of a licence. The contestedslaw provides numerous guarantees in
relation to data security.

No other preventive system could aveid data cevered by professional privilege
being retained and, where necessary, ‘being ‘accessed. In order to determine
whether information is covered byyprofessianal privilege, it must necessarily first
be processed.

The national legislationtin Sweden,and indhe United Kingdom examined by the
Court in its judgmentiin Tele2\Sverige and Watson and Others was aimed at the
fight against serious crime, ‘while the contested law has a wider objective.
Consequently,*the Court’s*finding that the national legislation was inappropriate
or dispropartionate by reference to the objective of fighting serious crime cannot
be transposed mutatis mutandis to national legislation having a different objective.

Admittedly, the ‘Court, held that legislation which authorised the collection and
retentionyand acecess by the competent national authorities to data relating to
electronic ceammunications would not be contrary to EU law if that legislation was
targeted., Tthe door thus opened by the Court of Justice is theoretical, however. In
factinthe Court did not examine in that judgment the conformity of specific
legislation that would be thus targeted. It is doubtful that such a system might be
put in place without entailing a breach of the principle of equal treatment of
citizens.

It is apparent from the travaux préparatoires that the objective of the contested
law differs from the specific situation examined by the Court in the judgments in
Digital Rights Ireland and Others and in Tele2 Sverige and Watson and Others. In
those judgments, the Court was required to rule on whether the obligation to retain
general and indiscriminate data was necessary and proportionate by reference to
the fight against serious crime. The contested law pursues a different aim, namely
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to guarantee the integrity of the criminal system and also to improve the citizen’s
confidence in the functioning of the judicial system by seeking the truth, in the
interests of the victim, the accused and all the individuals concerned.

There is a reasonable relationship of proportionality between the general
obligation to retain data and the objective pursued by the legislature, which,
moreover, is wholly consistent with Article 15(1) of Directive 2002/58. Although
each citizen is not potentially a criminal, each citizen may encounter crime,
whether as a victim, as an accused or as a witness, and may therefore have an
interest in the search for the truth. In spite of the general obligationdo retain the
data, guarantees necessary for the protection of private life are introduced in terms
of the retention of those data and in terms of access to those data. tn theslight of
those guarantees, the obligation prescribed by law is not_disproportienatenThe
contested law is not inconsistent with the Court’s case-law.

The former legislation had been deemed to constitute,a dispreportionate reach of
the right to respect for private life because of the @ombination of fourdfactors: the
fact that the retention of data concerned all individuals, the“absence of difference
in treatment according to the categories of datayretained ‘and the usefulness of
those data, the absence or insufficiency of rules, whigh constitutes an interference
with the right to protection of private life.

However, neither the Court norgthe“referring courteheld that those four factors
were sufficient to substantiate a finding thatithe measure was disproportionate. A
review of the principle of propertionality presumes a global approach. The general
obligation to retain data IS accompanied by sufficient safeguards in terms of
access to the data, retentien ‘periods,and data protection and security, so that the
interference is limitedtoawhat iSwstrictly, necessary.

The contested fawtis consistent'with Article 15(1) of Directive 2002/58, including
in the mattem,ofvdata retentien and the communication of those data to the
competent authorities, for,thesexamination, investigation and prosecution of forms
of crime other thamserious crime, where the life or physical integrity of persons or
posSessions ISy Iny danger, or where there is improper use of the electronic
communieations systems.

The judgment i Tele2 Sverige and Watson and Others does not require that the
guarantees be cumulative and does not call that finding into question.

Last, the Belgian State refers to the travaux préparatoires relating to the contested
law
V1. Brief presentation of the grounds of the reference

The former legislation, which the contested law is intended to replace, was
annulled by the referring court in its judgment No 84/2015 of 11 June 2015, the
grounds of which are abundantly cited in the present request for a preliminary

25



78

79

80

81

82

83

84

SUMMARY OF THE REQUEST FOR A PRELIMINARY RULING — CASE C-520/18

ruling. That judgment is available on the Belgian Constitutional Court’s website:
http://www.const-court.be/public/f/2015/2015-084f.pdf.

The referring court cites, next, the travaux préparatoires pertaining to the law
(Doc. parl. Chambre, 2015-2016, DOC 54-1567), which are available at the
address
https://www.lachambre.be/kvvcr/showpage.cfm?section=/flwb&language=fr&cfm
=/site/lwwwcfm/flwb/flwbn.cfm?lang=F &legislat= 54&dossierID= 1567).

The referring court emphasises that it follows from the travaux préparatoires
pertaining to the contested law that the legislature thoroughly examined both the
referring court’s judgment, No 84/2015 of 11 June 2015, and the judgment of the
Court in Tele2 Sverige and Watson and Others, on whichathe referring court’s
judgment is based.

It follows that the objective which the legislature purstes by means of the
contested law is not only to combat terrorism and, chileh,pornography,but also to
be able to use the retained data in a wide variety of situations in which those data
may be both the starting part of and also a stepsin‘the criminal investigation.

The legislature considered that it wastimpossible, inythe light of the objective
pursued, to put a targeted and differentiated retention abligation in place, and that
it chose to apply strict guaranteesato the generalwand indiscriminate retention
obligation, both in terms of protection of,data retention and in terms of access, in
order to keep to a minimumpsthe intesference with the right to respect for private
life. In that regard, it was emphasised that it is quite simply impossible to
differentiate in advance betweendpersons, periods of time and geographical areas.
That impossibility, was,explained inydetail in the travaux préparatoires (see
document 1, points 7 to 10,
http://www.lachambre.be/FLWBIRDF/54/1567/54K1567001.pdf ).

By its judgment, of \2mDecember 2016, Tele2 Sverige and Watson and Others
(C-203/15%andhC-698/15, EU:C:2016:970), that is to say, after the contested law
hadybeen adopted;, thesCourt answered two questions for a preliminary ruling on
the interpretation,of'Article 15(1) de Directive 2002/58.

The ‘Court,concludes in paragraph 78 of that judgment that ‘a legislative measure
whereby a*Member State, on the basis of Article 15(1) of Directive 2002/58,
requiressproviders of electronic communications services, for the purposes set out
in that provision, to grant national authorities, on the conditions laid down in such
a measure, access to the data retained by those providers, concerns the processing
of personal data by those providers, and that processing falls within the scope of
that directive’.

The Court recalls that Article 5(1) of the directive provides that the Member
States must ensure, by means of their national legislation, the confidentiality of
communications effected by means of a public communications network and
publicly available electronic communications networks, and the confidentiality of
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the related data traffic. The principle of confidentiality implies that any third party
is prohibited from storing, without the consent of the users concerned, the traffic
data related to electronic communications (paragraphs 84 and 85).

The Court also recalls that Article 15(1) of the directive enables the Member
States to introduce exceptions to the obligation of principle laid down in
Article 5(1), exceptions which, in accordance with the Court’s settled case-law,
must be interpreted strictly. ‘Article 15] cannot, therefore, permit the exception to
that obligation of principle and, in particular, to the prohibition on storage of data,
laid down in Article 5 of Directive 2002/58, to become the rule if the latter
provision is not to be rendered largely meaningless’ (paragraphs 88 and\g9).

In that regard, ‘the first sentence of Article 15(1) of Directive 2002/58 provides
that the objectives pursued by the legislative measures“that itscovers, which
derogate from the principle of confidentiality of communieations“and related
traffic data, must be “to safeguard national security,— thatiis, State security —
defence, public security, and the prevention{, investigation, detéction and
prosecution of criminal offences or of unauthoriseds use \ofsthe electronic
communication system”, or one of the othef @bjectivesispeeified,in Article 13(1)
of Directive 95/46, to which the first sentence of Article'd5(1) of Directive
2002/58 refers (see, to that effect, judgmentyof 29 January 2008, Promusicae,
C-275/06, EU:C:2008:54, paragraph 53). That'listiof objectives is exhaustive, as is
apparent from the second sentence ofyArticle 15(1) of Directive 2002/58, which
states that the legislative measures must be justified on “the grounds laid down” in
the first sentence of Article25(1) of, thatidirective. Accordingly, the Member
States cannot adopt sugh measures forpurposes other than those listed in that
latter provision” (paragraph, 90).

The Court concludesyas regards,the'scope of Article 15(1) of the directive:

‘Member (States ‘may adopt‘a measure that derogates from the principle of
confidentiality of communications and related traffic data where it is a “necessary,
appropriatesandpreportionate measure within a democratic society”, in view of
the objectives laichdown, Iin that provision. As regards recital 11 of that directive, it
states ‘thatya measurevof that kind must be “strictly” proportionate to the intended
purpesesIn relation to, in particular, the retention of data, the requirement laid
dewnyinithe second sentence of Article 15(1) of that directive is that data should
be retained “for a limited period” and be “justified” by reference to one of the
objectives) stated in the first sentence of Article 15(1) of that directive’
(paragraph 95).

The Court then considers whether national legislation such as that which applies
to the first case that gave rise to the questions referred to it for a preliminary ruling
satisfies those conditions. It finds that the national legislation at issue provides for
a general and indiscriminate retention of all traffic and location data of all
subscribers and registered users relating to all means of electronic communication,
and that it imposes on providers of electronic communications services an
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obligation to retain those data systematically and continuously, with no
exceptions. The data thus retained make it possible to trace and identify the source
of a communication and its destination, the date, time and duration, to identify
users’ communication equipment and to establish the location of mobile
communication equipment (paragraphs 97 and 98).

According to the Court, those data, taken as a whole, are liable to allow very
precise conclusions to be drawn concerning the private lives of the persons whose
data have been retained. Those data thus provide the means of establishing a
profile of the individuals concerned, information that is no less sensitive, having
regard to the right to privacy, than the actual content of communications.

The referring court cites in their entirety paragraphs 100 to 142 ofithe judgment in
Tele2 Sverige and Watson and Others.

In answer to the second question in Case C-203/15 and the first.question in Case
C-698/15, the Court observes that Article 15(1) of Direetive,2002/58 «read in the
light of Articles 7, 8 and 11 and Article 52(1) ©f theyCharter, must be interpreted
as precluding national legislation governingsthe protectionsand security of traffic
and location data and, in particular, access by the competent national authorities to
the retained data, where the objective” pursued by that,access, in the context of
fighting crime, is not restricted solely“to fighting, serieus crime, where access is
not subject to prior review by a gourtyorian independent administrative authority,
and where there is no requirement thatythe, data, concerned should be retained
within the European Union{paragraph,125):

The ECtHR, for its part,*has'in the'meantime held that the Swedish legislation on
the bulk interception ofielectronic communications was compatible with Article 8
of the ECHR Y(ECtHR, “199Junew2018, Centrum for Rattvisa v. Sweden,
CE:ECHR:2018:0619JUD003525208). In order to conclude that there was no
violation, it takes'as.a basis the criteria which it developed in its earlier case-law
(ECtHR, 4 December 2015, Roman Zakharov V. Russia,
CE:ECHR:2015:1204JUD004714306). It observes, in particular, that:

“Lhe ‘Court has“expressly recognised that the national authorities enjoy a wide
margin ‘of appreciation in choosing how best to achieve the legitimate aim of
protecting\national security (see Weber and Saravia, cited above, § 106). In
Weber \and)Saravia and Liberty and Others the Court accepted that bulk
interception regimes did not per se fall outside this margin. Given the reasoning of
the Court in those judgments and in view of the current threats facing many
Contracting States (including the scourge of global terrorism and other serious
crime, such as drug trafficking, human trafficking, sexual exploitation of children
and cybercrime), advancements in technology which have made it easier for
terrorists and criminals to evade detection on the internet, and the unpredictability
of the routes via which electronic communications are transmitted, the Court
considers that the decision to operate a bulk interception regime in order to
identify hitherto unknown threats to national security is one which continues to
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fall within States’ margin of appreciation’ (ECtHR, 19 June 2018, Centrum for
Réttvisa v. Sweden, CE:ECHR:2018:0619JUD003525208, § 112).

The OBFG criticises the contested law for treating users of telecommunications or
electronic communications services subject to professional privilege, including, in
particular, lawyers, and other users of those services in the same way. It maintains
that the law still entails a general obligation to record and retain certain metadata,
which make it possible to determine whether a lawyer has been consulted by a
natural or legal person, to identify that lawyer, identify the individuals which
whom he was in correspondence, in particular his clients, and alsosthe date and
time of the communication. That general obligation is imposed on all suppliers to
the public of fixed telephone services, mobile telephony, internet aceess, email via
the internet, internet telephony and public electronic communications networks.

The OBFG also criticises the contested law for laying, downsa general, data
retention obligation without distinguishing between individuals accerding to
whether or not they are the subject of investigatign or“prosecution,in respect of
acts liable to give rise to criminal convictions.

It further maintains that the categories of data covered by, the,law are extremely
wide and varied, in that they relate/to“data, aimedat_identifying the user or
subscriber and the means of communication, ‘the data relating to access and
connection of the terminal equipment,tosthe network‘and to the service and the
location of that equipment, including theynetwork termination point, and also the
communication data, evensthough the, content"of the data, on the other hand, is
excluded.

The not-for-profit assoeiation “Académie fiscale and one individual criticise the
contested law Gfor, treatings, users  of telecommunications or electronic
communications services subjectto professional privilege, including, in particular,
accountants and tax professionals, and other users in the same way, without taking
account_of\the) specialy, status of accountants and tax professions, of the
fundamental, nature,of the professional privilege to which they are subject and of
the necessary relationship of trust between them and their clients.

They, also ¢riticise the contested law for treating individuals who are facing
Investigation or prosecution for acts liable to come under the purposes of the
retention of the electronic data at issue and those not facing such investigation or
prosecution in the same way.

The Liga voor Mensenrechten and the Ligue des Droits de I’Homme criticise the
contested law for laying down a general data retention obligation, which requires
operators and providers of public telephone services (including internet
telephony), internet access and email via the internet, and providers of public
electronic communications networks, to retain for 12 months, in practice for all
Belgians, whether under suspicion or not, the traffic data concerning fixed
telephony, mobile telephony, internet telephony and data relating to internet
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access, and to make those data available to the police and the judicial authorities,
the intelligence and security services, the emergency services, the Missing Persons
Unit and the Telecommunications Ombudsman.

A number of individuals living in Belgium who use various electronic
communications services under a contract with an operator complain that the
contested law places a general and undifferentiated obligation to retain
identification, connection and location data and also personal communication data
on providers of telephony services, including those provided via the internet, and
data relating to internet access and email via the internet, on opeérators who
provide public electronic communications networks and also on ‘eperators who
provide one of those services.

The legislature intended to establish three categories of ‘metadata, that \mustibe
retained — identification data, access and connection ‘data ‘andscommunigation
data —, to reinforce the conditions of access to data,by the, competent authorities
and to reinforce the security of the data retained by, operators, in\thesinterpretation
of the judgments of the Court in which it was,held‘that\a ‘general,data retention
obligation might be accepted if that obligation‘is accompanied by:such guarantees.

Article 95 of Regulation 2016/679 provides that that regulation is not to impose
additional obligations on natural or legal persens inyrelation to processing in
connection with the provision of publicly availableselectronic communications
services in public communication networks‘in the Union in relation to matters for
which they are subject to speeific obligations with the same objective set out in
Directive 2002/58.

Article 15(1) of Directive %2002/58 “provides that Member States may adopt
legislative measdresyprovidingyforsthe retention of data for a limited period for
reasons set outiin that paragraph; including to safeguard national security, defence
and publicseeurity, or forithe'prevention, investigation, detection and prosecution
of criminal offences erunauthorised use of the electronic communication system,
on the conditions Specified in that provision.

The contested law fixes, inter alia, the conditions on which the intelligence and
security'services may obtain data from providers and operators.

In that\regard, it should be pointed out that, in the case of Privacy International,
C-623/1%; a court in the European Union has referred the following questions to
the Court of Justice:

‘In circumstances where:

a. the SIAs’ capabilities to use BCD supplied to them are essential to the
protection of the national security of the United Kingdom, including in the fields
of counter-terrorism, counter-espionage and counter-nuclear proliferation;
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b.  a fundamental feature of the SIA’s use of the BCD is to discover previously
unknown threats to national security by means of non-targeted bulk techniques
which are reliant upon the aggregation of the BCD in one place. Its principal
utility lies in swift target identification and development, as well as providing a
basis for action in the face of imminent threat;

c. the provider of an electronic communications network is not thereafter
required to retain the BCD (beyond the period of their ordinary business
requirements), which is retained by the State (the SIAs) alone;

d.  the national court has found (subject to certain reserved issues) that the
safeguards surrounding the use of BCD by the SIAs are consistent ‘with the
requirements of the ECHR; and

e.  the national court has found that the imposition of the requirements specified
in 88119 to 125 of the judgment [of the Grand Chamber injeined casesiC-203/15
and C-698/15, Tele2 Sverige and Watson and“Others, .. “(‘the Watson
Requirements”), if applicable, would frustrate, the ‘measures ‘taken to safeguard
national security by the SIAs, and thereby put.the natiopalisecurity of the United
Kingdom at risk;

1.  Having regard to Article 4 TEU and Article,1(3) ef Directive 2002/58/EC on
privacy and electronic communi€ations (the'‘c=Privacy Directive”), does a
requirement in a direction by a Secretary of State to a provider of an electronic
communications network that.it must providesbulk communications data to the
Security and Intelligence Agencies (SIAs) of a Member State fall within the scope
of Union law and of the esPrivacy Directive?

2. If the answer to Question, (Puis“yes”, do any of the Watson Requirements,
or any other reguirementssin addition to those imposed by the ECHR, apply to
such a dirgetign hy.a Secretary of State? And, if so, how and to what extent do
those requirements apply, taking into account the essential necessity of the SIAs
to use bulk,acquisitiomand*automated processing techniques to protect national
seclrity. and the extentito which such capabilities, if otherwise compliant with the
ECHR, may be critically impeded by the imposition of such requirements?’

The referring court will have to take the answer to those questions into account in
its examination.

The contested law also fixes the conditions on which the judicial authorities may
obtain data with a view to the detection, investigation and prosecution of offences.

Consequently, it is also necessary to await the Court’s answer to the question for a
preliminary ruling referred to it in the case of Ministerio Fiscal, C-207/16:

‘Can the sufficient seriousness of offences, as a criterion which justifies
interference with the fundamental rights recognised by Articles 7 and 8 of the
Charter, be determined taking into account only the sentence which may be
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imposed in respect of the offence investigated, or is it also necessary to identify in
the criminal conduct particular levels of harm to individual and/or collective
legally-protected interests?

If it were in accordance with the constitutional principles of the European Union,
used by the Court of Justice in its judgment [in Digital Rights Ireland] as
standards for the strict review of the Directive declared invalid by that judgment
to determine the seriousness of the offence solely on the basis of the sentence
which may be imposed, what should the minimum threshold be? Would it be
compatible with a general provision setting a minimum of htee years’
imprisonment?’

It is apparent from the Opinion of Advocate General Saugmandsgaard,@e 1n, that
case (C-207/16, EU:C:2018:300) that the relevant provisions are open te.anumber
of interpretations.

For the remainder, the points of view of the parties hefore the ‘refefring court
differ as to the interpretation to be given to a aumber of,previsions, in particular
Article 15(1) of Directive 2002/58 and Artieles, 8, 41 and 52 of the Charter,
which the referring court must incorporate in its review ofthe eontested law.

As the applicants submit, the Court, however, held, inits judgment in Tele2
Sverige and Watson and Others thatsArticle 5(1), ofuBirective 2002/58 lays down
an obligation of principle to ensure the,cenfidentiality of communications and
related traffic data and that. Article 15(1) ofcthat directive, which contains
exceptions to that principle, must be interpreted strictly in order to ensure that the
derogation from the obligation<of, princCiple provided for in Article 5 of the
directive does not, become“theyrule, “as the latter provision would otherwise be
rendered largely meaningless.

The Courtealso emphasised that only the objectives set out in Article 15 may
justify suchya measureythat,derogates from the principle of confidentiality of
communications and the related traffic data, Article 15 requiring in that regard
thaty data shouldsbe “retained only for a limited period and only where such
retentionis justified'en one of the grounds which it sets out.

Thereforepas theapplicants emphasise, according to the Court, national legislation
whieh ‘requires the general and indiscriminate retention of all the traffic data and
all the lecation data of all subscribers and registered users concerning all means of
electronic communication, without the users being informed, constitutes a
particularly serious interference with the fundamental rights enshrined in
Articles 7 and 8 of the Charter, so that only the fight against serious crime can
justify such a measure. The Court adds that while that objective is of general
interest, it cannot in itself justify that national legislation providing for the general
and indiscriminate retention of all traffic and data location should be considered
necessary for the purposes of that fight.
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The Court concludes that national legislation which provides for no
differentiation, limitation or exception according to the objective pursued, and
which is comprehensive in that it affects all persons using electronic
communication services, without distinction as to geography or time, without any
regard to the fact that those persons are even indirectly in a situation that is liable
to give rise to criminal proceedings or that the communication of the data
concerns persons whose communications are subject to professional privilege or
without requiring any relationship between the data retention of which is provided
for and a threat to public security, exceeds the limits of what is strictly necessary
and cannot be considered justified within a democratic society, as' required by
Article 15 of the directive, read in the light of Articles 7, 8, 11 and 52(1) of the
Charter.

In the applicants’ submission, the Court of Justice _does indeed“state that
Article 15(1) of Directive 2002/58 does not preclude “national Mlegislation that
permits the targeted retention of traffic and locatien data,\forsthe puepose of
fighting serious crime, provided that the retention of, the data,is™limited, with
respect to the categories of data to be retaine@, to the means of communication
affected, the persons concerned and the fetention periodsadopted, to what is
strictly necessary. That implies that the_natignal legislation must lay down clear
and precise rules and that the persons whose data ‘have been retained have
sufficient guarantees of the effective pretection, of,their personal data against the
risk of misuse. The Court adds‘that the mational legislation must, in particular,
indicate in what circumstances and underswhich conditions a data retention
measure may be adopted a$ a preventive measure. Such legislation must be based
on objective evidence which, makes it possible to identify a public whose data are
likely to reveal a linkywith,sexious criminal offences or which presents a serious
risk to public security;ssuchlimits may be set by using a geographical criterion
where the competenty nationalsauthorities consider, on the basis of objective
evidence, that there exists,in one or more geographical areas, a high risk of
preparation forer perpetration of such offences.

However faet, “by “adopting the contested law, the legislature pursues wider
objectives thamtheyfight against serious crime or the risk of a serious breach of
public'security.

The, ‘legislature also indicated on a number of occasions in the travaux
préparatoires that, as regards the very principle of the obligation to retain data, it
was aimed at all persons, even if they are not yet involved in an investigation; nor
did it draw any distinction according to the time period, the geographical area or a
circle of persons, or provide for an exception with respect to persons whose
communications are covered by professional privilege.

According to the applicants, although the conditions governing access were
considerably reinforced in the contested law, the general data retention obligation
which it lays down does not satisfy the requirements set out in Article 15(1) of
Directive 2002/58, read in the light of Articles 7, 8, 11 and 52(1) of the Charter,
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according to the interpretation given by the Court in its judgment in Tele2 Sverige
and Watson and Others. Such an obligation exceeds the limits of what is strictly
necessary and cannot be considered to be justified in a democratic society, as
required by the abovementioned European provisions.

The Council of Ministers emphasises that the objective pursued by the contested
legislation is a multiple objective. The legislature seeks, first of all, to reinforce
the long-standing situation in which access to data in the telecommunications
sector is obtained in the context of criminal investigations, by creating a
legislative framework that offers the necessary guarantees with reSpect to the
protection of private life. The retention obligation is also introduced with a view
to seeking the truth in numerous forms of crime and thus aims“to ensure the
integrity of the penal system. That search for the truth is in the intérest'ef both the
victim and the accused (who will be able, for example, 10 prove, thatyhe was
elsewhere at the material time) and of all the other ‘personsfeoncerneds The
retention obligation is also dictated by the aims €ensisting, inytakingisteps to
follow up a call to the emergency services or toyseek“a, missing person whose
physical integrity is in imminent danger. That factor ‘eonstitutes, a significant
difference by comparison with the situations relied onyin“the judgments of the
Court of Justice cited above. There is therefore a relationship® of proportionality
between the general retention obligation and,the aim whigh the legislature has set
for itself.

The Council of Ministers again emphasisessthat the legislature did not consider
that it was possible, in the light of the objective pursued, to put a targeted and
differentiated retentiongobligation in place, and that it chose to provide that
general and undifferentiated retention obligation with strict guarantees in terms of
both the protection,of fétentien-data and access to the data, in order to limit to a
minimum the_interfexence with, the“right to protection of private life. In that
regard, the Council of Ministers ‘emphasises that it is quite simply impossible to
differentiate inyadvance by reference to persons, time periods and geographical
areas. gty alse refersy inwthat respect to the Opinion of Advocate General
Saugmandsgaard. Je,in“Joined Cases Tele2 Sverige and Others, C-203/15 and
C-698/15, EU:C:2016:572.

It is, apparentsfrom the material available to the referring court that most of the
MemberStates, moreover, experience great difficulties in ensuring that their data
retention, legislation is compatible with the requirements identified by the Court in
its case-law (see: Data retention across the EU,
http://fra.europa.eu/en/theme/information-society-privacy-and-data-
protection/data-retention; letter from the Netherlands Minister for Justice and
Security of 26 March 2018 to the President of the ‘Tweede Kamer der Staten-
Generaal’, Second Chamber, session 2017-2018, 34 537, No 7).

Consequently, it is necessary to refer to the Court the first question for a
preliminary ruling set out in the operative part.
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The contested law also aims to permit an effective criminal investigation and an
effective sanction in the event of the sexual abuse of minors and to permit the
effective identification of the perpetrator of such an offence, even where
electronic communications means are used. At the hearing, attention was drawn in
that respect to the positive obligations that arise under Articles 3 and 8 of the
ECHR as regards the protection of the physical and psychological integrity of
minors and other vulnerable individuals, as interpreted by the ECtHR (ECtHR,
2 December 2008, K.U. v. Finland, CE:ECHR:2008:1202JUD000287202, 8§ 46
to 49). Those obligations might also arise under the corresponding provisions of
the Charter, which might have consequences for the interpretation oféArticle 15(1)
of Directive 2002/58.

It is therefore necessary to refer the second question for a_preliminary,ruling set
out in the operative part.

Last, it is appropriate to refer the third question for a,preliminaryyruling'set out in
the operative part.

VII1I. Questions for a preliminary ruling

The Cour constitutionnelle (Constitutional Caurt) refers the'following questions to
the Court of Justice of the Europeamsnion:

1. Must Article 15(1) of Directive 2002/58/EC, read in conjunction with the
right to security, guaranteed bysArticle 6 of the Charter of Fundamental
Rights of the Eur6pean, Union, and‘the right to respect for personal data, as
guaranteed by Articles 73,8 andh52(1) of the Charter of Fundamental Rights
of the European Untoen, be tterpreted as precluding national legislation such
as that at issue,swhichays down a general obligation for operators and
providers of ‘electroenichcommunications services to retain the traffic and
location data “within the ‘meaning of Directive 2002/58/EC, generated or
processed by, them insthe context of the supply of those services, national
legislation “whose 6bjective is not only the investigation, detection and
prosecution of serious criminal offences but also the safeguarding of
national security, the defence of the territory and of public security, the
investigation, detection and prosecution of offences other than serious crime
o, the prevention of the prohibited use of electronic communication systems,
orithe attainment of another objective identified by Article 23(1) of
Regulation (EU) 2016/679 and which, furthermore, is subject to specific
guarantees in that legislation in terms of data retention and access to those
data?

2. Must Article 15(1) of Directive 2002/58/EC, in conjunction with Articles 4,
7, 8, 11 and 52(1) of the Charter of Fundamental Rights of the European
Union, be interpreted as precluding national legislation such as that at issue,
which lays down a general obligation for operators and providers of
electronic communications services to retain the traffic and location data
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within the meaning of Directive 2002/58/EC, generated or processed by
them in the context of the supply of those services, if the object of that
legislation is, in particular, to comply with the positive obligations borne by
the authority under Articles 4 and 8 of the Charter, consisting in providing
for a legal framework which allows the effective criminal investigation and
the effective punishment of sexual abuse of minors and which permits the
effective identification of the perpetrator of the offence, even where
electronic communications systems are used?

If, on the basis of the answers to the first or the second question, the Cour
constitutionnelle (Constitutional Court) should conclude that*the,contested
law fails to fulfil one or more obligations arising under the provisions
referred to in these questions, might it maintain on astempeorary. basis, the
effects of the Law of 29 May 2016 on the collection and retentionof,datatin
the electronic communications sector in order to aveid legaluncertainty and
to enable the data previously collected and retained toscontinue tosbe used
for the objectives pursued by the law?



